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Survivability and Information
Assurance (SIA) Curriculum

A Collaborative effort between
I Software Engineering Institute at Carnegie Mellon University
i Community College of Allegheny County (CCAC)

A Congressional earmark targeting Community Colleges

A Funded through National Guard Bureau

A Target Audience
I System or network administrators

A Course prerequisites

I EXxperience as systems or network administrator, or equivalent
knowledge of Network Administration Certificate program
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SIA Curriculum 1 The Plan

A SElkdesigned curriculum

I 4-course sequence, potentially leading to an SEI Certificate
A SEI and CCAC jointly develop courses
A CCAC pilots courses
A CCAC develops distribution platform for community colleges
A CCAC rollout to selected community college partners
A Nationwide rollout to community colleges through CCAC

A Once community college curriculum is complete, SEI will
adapt and rollout the SIA Curriculum to feyear colleges and
universities, graduate schools
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Philosophy

When all you have is a hammer,
the whole world looks like a nall

A SAs often view problems and their solutions
through the technology they know

A SAs need tanderstandhe problems and their
solutions and themplemensolutions
using available technology

Firm educational foundation complementing skills trairing
both are necessary for success
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Key Concept: Functional'units

A Functional Unit is:

I a grouping of computer systems and network infrastructure
components

I an abstraction

I a new way of thinking about the enterprise network
A Functional Unit consists of:

I computer systems and network infrastructure components

I that delivers critical information assets

I through networlbased services

I to constituencies

I that are authenticated to that Functional Unit
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